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STANDARD DISCUSSED
CAS 330, The Auditor’s Responses to Assessed Risks

Information Technology (IT): Why Should Auditors Care?

This Implementation Tool for Auditors (Tool) is being issued to raise awareness of the impli-
cations of IT for the audit when applying certain requirements of Canadian Auditing Standard
(CAS) 330, The Auditor’s Responses to Assessed Risks.

CPA Canada’s companion publication CAS 330 Implementation Tool for Auditors —Common
Pitfalls Auditors May Encounter When Designing and Performing Tests of Relevant Controls
addresses the areas where auditors struggle to meet the requirements of CAS 330 in
Canada as it relates to designing and performing tests of relevant controls. Auditors are
encouraged to use both Implementation Tools as part of their planning and/or preparation
for the year-end audit engagement as it relates to designing and performing tests of rele-
vant controls, including assessing the impact of IT. These Too/s do not replace the need

to read the entire standard including the application and other explanatory material.




Assumptions

The CPA Canada publication, Implementation tool for auditors: CAS 315— Understanding the

entity through internal control addresses the following common pitfalls as they relate to the

implications of information systems on the audit:

e Pitfall 3— Auditors do not understand the information system relevant to financial report-
ing, and how the entity has responded to the risks arising from IT.

* Pitfall 4— Auditors do not identify control activities (including those related to IT) relevant
to the audit.

For the purposes of this Tool/, it is assumed the auditor has read and understood the above
pitfalls and that the auditor has identified the relevant controls and control activities as per
the requirements of CAS 315 and decided to test the operating effectiveness of those rele-
vant control(s).

Why?

Understanding an entity’s information system, including related business processes, relevant
to financial reporting encompasses the entity’s information technology (IT) systems. Obtain-
ing an understanding of how IT affects the entity’s information system is an integral part of
identifying and assessing risks of material misstatement and of designing and implementing
appropriate responses to those risks, including when applicable, performing tests of controls.

For each relevant control to be tested for operating effectiveness, paragraph 10(b) of CAS 330

requires the auditor to determine:

1. whether the controls to be tested depend upon other controls (indirect controls)

2. if so, whether it is necessary to obtain audit evidence supporting the effective operation
of those indirect controls

Similarly, for each relevant control that uses information produced by the entity and needs

to be tested for operating effectiveness, paragraph 9@) of CAS 500, Audit Evidence requires
the auditor to evaluate whether the information is sufficiently reliable for the auditor’s

purposes, including obtaining audit evidence about the accuracy and completeness of
the information.

This Tool/ addresses paragraph 10(b) of CAS 330 and paragraph 9(@) of CAS 500 outlined
above in designing and performing tests of operating effectiveness of relevant controls as it
relates to the entity’s information technology (IT) systems. Paragraph 10(a) of CAS 330 has
been addressed as one of the pitfalls in the companion CAS 330 Implementation Tool for
Auditors. Paragraph 9(b) of CAS 500 has not been addressed in this 7Tool.
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Therefore, Part | of this Too/ focuses on determining whether the relevant controls to be
tested are indirect controls (i.e., controls that depend upon other controls such as general
information technology controls [GITCs]), or whether the control(s) relies on information
produced by the entity. Part |l of the Too/ helps auditors to determine whether it is
necessary to obtain audit evidence supporting the effective operation of those GITCs.

Part | :

Partl:
Relevant Control
to be Tested

IPE Used in the
Performance of
the Relevant
Control

Information Not
Produced by IT

Information
Produced by IT

Relevant Control
Dependent on
GITCs

No No Yes

o Part II: Determine whether it is necessary
to obtain audit evidence supporting the =
effective operation of those GITCs

Part Il
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. Do controls to be tested depend upon other controls
(indirect controls) or use IPE in the performance of controls?
The following table provides a summary of types of controls that may exist at an organiza-
tion. These types of controls (CAS 315.A62) will be used throughout this Too/:

Information produced by the entity (IPE)
used in the performance of controls

(Note 2)

Dependent : :

on GITCs Information Information not
Types of controls (Note 1) produced by IT produced by IT
Control Type 1. No No Yes
Manual controls
independent of IT
Control Type 2. Yes Yes No
Manual controls
using information
produced by IT
Control Type 3. Yes No No

Automated controls

Control Type 4. Yes—if such con-
Manual controls trols use information
limited to monitor- produced by IT (see
ing of IT Control Type 2)

Yes—if such controls Possibly —if such

use information controls do not use
produced by IT (see information produced by
Control Type 2) IT (see Control Type 1)

e access security

For the purposes of this Too/, only general information technology controls (GITCs)
will be discussed rather than the broader category of indirect controls.

GITCs are policies and procedures that relate to many applications and support the
effective functioning of application controls (manual or automated processes that
typically operate at a business process level) by helping to ensure the continued
proper operation of information systems. GITCs commonly include controls over the
following elements (GITC elements):

e data centre and network operations

e system software acquisition, change and maintenance

e application system acquisition, development, and maintenance

Information produced by the entity (IPE) used in the performance of controls
includes information produced by IT, but also information from other internal
sources that is not produced by IT.

Therefore, Control Type 1 and Control Type 4 controls may use information produced
by the entity that is not produced by IT.
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The chart below highlights some examples of IPE used in the performance of controls.

IPE used in the performance

of controls may be: Examples
Information produced by IT ¢ system-generated reports extracted directly from
the system
¢ system-generated reports that can be manually
customized

¢« information produced by the entity’s service
organizations’

¢« other information that is system generated (e.g., inter-
nally generated sales invoices or purchase orders)

Information not produced by IT ¢ spreadsheets or other reports exported from an IT
system which are then manually manipulated and
other manually prepared information

¢« other manually generated information (e.g., internally
generated invoices or purchase orders)

IPE used in the performance of controls is, by definition, internal information. Therefore,
external information used as audit evidence (e.g., bank statements, industry pricing data
and other sources of information used in the performance of controls) is not subject to the
requirements of paragraph 9 of CAS 500. However, the auditor is still required to consider
the relevance and reliability of that information if it is to be used as audit evidence under
paragraph 7 of CAS 500.

Paragraph 7 of CAS 500 requires the auditor to consider the relevance and reliability of the
information to be used as audit evidence when designing and performing audit procedures.
Auditors are required by paragraph 9 of CAS 500 to evaluate whether the IPE is sufficiently
reliable for their purposes. This includes, as appropriate, obtaining audit evidence about the
accuracy and completeness of the information. Auditors may obtain audit evidence about the
accuracy and completeness of IPE for the purposes of testing the operating effectiveness of
the manual control using IPE by either (CAS 500.A51):
1. testing management’s controls over the accuracy and completeness of the IPE
2. testing the information in the IPE substantively to determine whether it is accurate

and complete

1 Services provided by a service organization are part of the user entity’s information system, including related business pro-
cesses, relevant to financial reporting [CAS 402.03 amended]. Generally, this information is produced by the IT of the service
organization; controls over ensuring the information produced by the entity’s service organization is accurate and complete
may be in the service organization’s auditors’ report.
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Based on the above guidance and discussion, four important points arise:

1 Auditors need to identify those relevant controls that depend on GITCs. (Control Type 2,
Control Type 3, and possibly Control Type 4)

2 If relevant controls to be tested for operating effectiveness are dependent on GITCs, auditors
need to determine whether it is necessary to obtain audit evidence supporting the effective
operation of relevant GITCs. (CAS 330.10(b))

3 Auditors need to identify those relevant controls that use IPE. (Control Type 1 or Control
Type 2 and possibly Control Type 4)

4 If relevant controls to be tested for operating effectiveness use IPE, auditors need to
evaluate whether the IPE is sufficiently reliable for the purpose of the test of operating effec-
tiveness of controls. (CAS 500.09)

Note: The identification of controls dependent on GITCs and controls that use IPE in the
performance of controls are not mutually exclusive.

lllustrative Example—Do controls to be tested depend upon general
IT controls?

The following table illustrates, for each type of control (control type), the importance of
understanding the control in order to determine whether the control the auditor intends
to test:

¢ depends upon GITCs (Is there a GITC dependency?)

e uses IPE in the performance of the control (Is there IPE?)

Note: The controls below are illustrative in nature and are not intended to depict all controls
that relate to “what can go wrong” at the assertion level (CAS 315.26(c)), nor all the steps
necessary to perform in order for the control to be appropriately designed (CAS 315.A74).

What Can Go Wrong (WCGW): Cheque payments made for incorrect amount

Relevant assertion: Accuracy

Description of Process Is there a GITC
Control Type and Controls dependency? Is there IPE?
Manual controls Process: No. This is a Control No. Information to
independent The accounts payable Type 1. A Control be used as audit evi-
of IT supervisor drafts cheques Type 1 does not have dence is produced
for signature and attaches a GITC dependency. externally.

supporting documentation.
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Relevant assertion: Accuracy

Control Type

Description of Process
and Controls

Control:

The controller manually
compares the cheque
amount and name against
the source documents (e.g.,
approved invoice from

the supplier and proof of
delivery of goods to the
entity from external carrier)
prior to signing the cheques
for payment. The controller
rejects any cheque where
details do not match. The
controller signing the
cheque or the supporting
source documents is evi-
dence of review.

Is there a GITC
dependency?

What Can Go Wrong (WCGW): Chegue payments made for incorrect amount

Is there IPE?

What Can Go Wrong (WCGW): Allowance for doubtful accounts (AFDA) is not properly valued

Relevant assertion: Valuation

Control Type

Manual Con-
trols using
information
produced

by the entity
(other than
information
produced
by IT)

(e.q., using
manually
prepared
spreadsheets)

Description of Process
and Controls

Process:

The accounts receivable

(A/R) clerk:

e exports the A/R
information from
the IT system into a
spreadsheet

* sorts the A/R invoices
into aging categories
based on invoice date
using the spreadsheet
functionality

¢ calculates the allowance

for doubtful accounts
(AFDA) provision based
on company policy, at
a set percentage for
each category of aging,
within the spreadsheet

Is there a GITC
dependency?

No. This is a Control
Type 1. A Control
Type 1 does not have
a GITC dependency.

Is there IPE?

Yes. Auditors are
required to eval-
uate whether the
information (i.e., the
manually prepared
spreadsheet) is suf-
ficiently reliable for
the purpose of the
control test.
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What Can Go Wrong (WCGW): Allowance for doubtful accounts (AFDA) is not properly valued

Relevant assertion: Valuation

Control Type

Description of Process
and Controls

¢ calculates a total provi-

sion on the spreadsheet

Control:

The controller reviews the

AFDA provision by:

e agreeing the A/R
invoice amount and
the date of the invoice
in the spreadsheet, on
a test basis, with the
actual invoice

¢ verifying that the
percentages applied to
each aging category
agree with company
policy

¢ verifying the formula
in the AFDA provision
for each category are
correct

¢ verifying the formula for

the totals are correct

Is there a GITC
dependency?

Is there IPE?

Manual Con-
trols using
information
produced by IT

(e.g., using sys-
tem generated
reports (SGRs))

Process:

The A/R clerk:

e generates an A/R
aging report from the
IT system (SGR) which
calculates the AFDA
provision based on
company policy

Control A:

The IT system is configured
to automatically age the
A/R report based on aging
categories set by the soft-
ware provider.

Control A: Yes. This
is a Control Type 3.
Control Type 3
does have a

GITC dependency.

Control B: Yes. This
is a Control Type 2
which relies on the
effective functioning
of Control A. Control
Type 2 does have a
GITC dependency.

The auditor may
consider whether
the same GITCs will
be addressed by the
GITCs related to the
automated control in
Control A.

Control A: No as it
relates to the auto-
mated control.

Control B: Yes.
Auditors are required
to evaluate whether
the information (i.e.,
the SGR) is suffi-
ciently reliable for
the purpose of the
control test.

Implementation Tool for Auditors

May 2018




May 2018

What Can Go Wrong (WCGW): Allowance for doubtful accounts (AFDA) is not properly valued

Relevant assertion: Valuation

Description of Process Is there a GITC

Control Type and Controls dependency? Is there IPE?
Control B:
The controller reviews the
AFDA provision by:
¢ verifying that the aging
category amounts used
in the AFDA calculation
as documented in the
accompanying docu-
ment agree with
the SGR
¢ verifying the per-
centages applied by
category agree with
company policy
¢ recalculating the AFDA
provision for each
category and the total
provision
Manual Con- Process: Control A: Yes. This Control A: No—as it
trols using The A/R clerk: is a Control Type 3. relates to the auto-
information * generates an A/R aging Control Type 3 mated control.

produced by IT

(e.q., using
system-
generated
reports (SGRs)
then manipu-
lating through
spreadsheets)

does have a GITC
dependency.

report from the IT sys-
tem (SGR) by inputting
the desired parameters
and exporting it to a
spreadsheet

¢ calculates, using a
spreadsheet, the AFDA
provision by aging cate-
gory based on company
policy

¢ calculates, using a
spreadsheet, a
total provision

Control A:

Parameters inputted to
the IT system generated
the aging categories. The
parameters used to gen-
erate the aged A/R report
(SGR) are displayed on the
printed SGR.
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What Can Go Wrong (WCGW): Allowance for doubtful accounts (AFDA) is not properly valued

Relevant assertion: Valuation

Description of Process

Is there a GITC

Control Type and Controls dependency? Is there IPE?
Control B: Control B: Control B:
The controller reviews the * VYes—asit e Yes—asit
AFDA provision by: relates to the relates to the
« verifying that the aging aged amounts SGR. Auditors
category amounts calculated by are required to
used in the calculation the IT system evaluate whether
as documented in the included in the the information
spreadsheet agree with SGR. This is a is sufficiently
the SGR Control Type 2 reliable for the
¢ verifying the param- which relies on purpose of the
eters for the aging the effective control test.
categories on the SGR functioning ¢ Yes—as it relates
are consistent with of Control A to the spread-
company policy (an automated sheet. Auditors
¢ verifying the per- control). Control are required to
centages applied by Type 2 does evaluate whether
category agree with have a GITC the informa-
company policy dependency. tion (i.e., SGR
e recalculating the total e No—asit then manipu-
AFDA provision as relates to the lated through
documented in spreadsheet. spreadsheets)
the spreadsheet is sufficiently
* verifying the formula The auditor may reliable for the
used in the AFDA pro- consider whether purpose of the
vision as documented in the same GITCs will control test.
the spreadsheet for each be addressed by the
category are correct GITCs related to the
e verifying the for- automated control in
mula for the totals as Control A.
documented in the
spreadsheet are correct
Automated Process: Control A: Yes. This Control A: No
Controls The system calculates the is a Control Type 3.
AFDA provision. Control B: No

Control A:

The IT system is config-
ured to automatically age
the A/R based on aging
categories.

Control B: Yes. This
is a Control Type 3.
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What Can Go Wrong (WCGW): Allowance for doubtful accounts (AFDA) is not properly valued

Relevant assertion: Valuation

Control Type

Description of Process
and Controls

Control B:

The IT system is configured
to automatically calculate
the AFDA provision using
company policy at a set per-
centage for each category
of aging and calculate the
total AFDA provision.

Is there a GITC
dependency?

The auditor may
consider whether

the same GITCs are
relevant to address

the GITC depen-
dencies of each
control discussed.

Is there IPE?

What Can Go Wrong (WCGW): Sales are incomplete

Relevant assertion: Completeness

Control Type

Manual Con-
trols limited
to monitoring
of IT

Description of Process
and Controls

Process:
The sales are recorded in
the POS system.

Control A:

The POS system is con-
figured to automatically
transfer sales into the
general ledger at the end
of each day for each of the
entity’s 12 retail locations.

Control B:

An accounting clerk man-
ually checks that all sales
transfers to the G/L at
the end of each day have
occurred by inspecting that
the G/L has a posting for
each retail location. The
accounting clerk follows
up on any missing sales
uploads.

Is there a GITC
dependency?

Control A: Yes. This
is a Control Type 3.

Control B: Yes. This
is a Control Type 4.
This manual control
limited to monitor-
ing of IT has a GITC
dependency as it
relates to G/L (i.e., a
SGR).

Is there IPE?

Control A: No

Control B: Yes—as

it relates to the G/L.
Auditors are required
to evaluate whether
the information (the
G/L) is sufficiently
reliable for the pur-
pose of the control
test.

Is there GITC dependency?

Once the auditor has identified which relevant controls to be tested depend on GITCs

(i.e., have GITC dependencies), auditors are required to determine whether it is necessary
to obtain audit evidence supporting the effective operation of those GITCs (CAS 330.10(b)).
Section Il assists auditors in making this determination.
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Is there IPE?
Once the auditor has identified which relevant controls use IPE in their performance, the auditor
evaluates whether the information is sufficiently reliable for the purpose of the control test.
This evaluation includes, as appropriate, obtaining audit evidence about the accuracy and
completeness of the information. Auditors may obtain audit evidence about the accuracy
and completeness of IPE used in the performance of relevant controls by either:
e testing management’s controls over the accuracy and completeness of the IPE
¢ testing the information in the IPE substantively to determine whether it is accurate

and complete

Note that in some cases, testing the operating effectiveness (e.g., through re-performance)
of a relevant control that uses IPE (if such relevant control is designed to test accuracy and
completeness), may also result in testing the accuracy and completeness of the IPE.

Il. Is it necessary to obtain audit evidence supporting the
effective operation of relevant GITCs?

Where the relevant controls to be tested depend upon GITCs (i.e., have GITC dependencies),
auditors are required to determine whether it is necessary to obtain audit evidence support-
ing the effective operation of those GITCs (CAS 330.10(b)).

In some circumstances, it may be necessary to obtain audit evidence supporting the effective
operation of relevant GITCs (Option 1) (CAS 330.A30), while in other circumstances it may
not be necessary to obtain audit evidence supporting the effective operation of relevant
GITCs as other procedures may be performed to address the GITC dependencies (Option 2).

The flowchart below demonstrates how to address a GITC dependency.

Relevant controls to be tested has
GITC dependencies

r Option 1 Option 2 —1

Plan to obtain audit evidence

supporting the effective operation
of relevant GITCs

Relevant GITCs are operating
effectively

Relevant GITCs are not operating
effectively

Do not plan to obtain audit evidence
supporting the effective operation of
relevant GITCs

The relevant control to be tested that
has GITC dependencies may be
tested for operating effectiveness

Consider how to address the GITC
dependencies

Consider whether the relevant
control to be tested that has GITC
dependencies may still be tested for
operating effectiveness
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Once the auditor determines it is necessary to obtain audit evidence supporting the effective

operation of GITCs, the auditor identifies which GITCs are relevant to the audit (i.e., relevant

GITCs). The auditor may identify those controls over GITC elements (see Note 1 on Page 4)

that have an immediate bearing on the operating effectiveness of the control. Involving an IT

auditor may assist the engagement team in:

¢ identifying which controls have GITC dependencies

¢ identifying which GITCs are relevant to the audit

« performing the necessary procedures to test the operating effectiveness of the controls
and relevant GITCs

e evaluating the results of those tests of controls and their impact on the audit

Conclusion
In summary, for each relevant control to be tested for operating effectiveness, the auditor:
¢ determines whether the relevant control depends upon GITCs
— if so, determines whether it is necessary to obtain audit evidence supporting the
effective operation of those relevant GITCs
e determines whether the relevant control uses IPE in its performance
— if so, evaluates whether the information is sufficiently reliable for the auditor’s
purposes.

For more information on tests of operating effectiveness of relevant controls, refer to CPA Canada’s
companion publication, Implementation Tool for Auditors —Common Pitfalls Auditors May
Encounter When Designing and Performing Tests of Relevant Controls (CAS 330).

May 2018
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https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/canadian-auditing-standards-cas/publications/test-of-control-common-pitfalls
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/canadian-auditing-standards-cas/publications/test-of-control-common-pitfalls

Additional Resources
* CPA Canada’s Implementation Tool for Auditors on CAS 315 - Understanding the entity
through internal control.

Consultation and feedback
Comments on this Implementation Tool for Auditors or suggestions for future publications
should be sent to:

Kaylynn Pippo, CPA, CA

Principal, Audit & Assurance

Research, Guidance and Support

Chartered Professional Accountants of Canada
277 Wellington Street West

Toronto ON M5V 3H2

Email: kpippo@cpacanada.ca

CPA Canada wishes to express its gratitude to a contributor to this publication, Cindy Kottoor,
CPA, CA, CIA, Neverest Inc. and to CPA Canada’s Advisory Group on Audit Guidance and the
Advisory Group on the Implementation of the CASs who assisted in the authoring and review
of this publication. Both Advisory Groups are composed of volunteers from the following
Canadian firms: BDO, Deloitte, EY, Grant Thornton, KPMG, MNP and PwC.

DISCLAIMER
This publication was prepared by the Chartered Professional Accountants of Canada (CPA Canada) as non authoritative guidance.

CPA Canada and the authors do not accept any responsibility or liability that might occur directly or indirectly as a consequence of the use,
application or reliance on this material. This /Implementation Tool has not been issued under the authority of the Auditing and Assurance
Standards Board.

Copyright © 2018 Chartered Professional Accountants of Canada

All rights reserved. This publication is protected by copyright and written permission is required to reproduce, store in a retrieval system or
transmit in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise).

For information regarding permission, please contact permissions@cpacanada.ca.
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