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DISCLAIMER
This FAQ is intended to assist auditors in the application of Canadian Auditing Standard (CAS) 402, Audit 
Considerations Relating to an Entity Using a Service Organization but is not intended to be a substitute for 
reading the standard itself. It does not address all requirements in CAS 402 and focuses only on selected 
requirements. Note that CAS 402 expands on the requirements in CAS 315, Identifying and Assessing the 
Risks of Material Misstatement and CAS 330, The Auditor’s Response to Assessed Risks.

Background
In today’s complex business environment, entities are increasingly outsourcing certain business 
activities to third-party organizations, which could impact the auditor’s assessment of the risks of 
material misstatement.

The Canadian Public Accountability Board (CPAB) identified in its March 2023 Regulatory Oversight 
Report the increase in range of business activities that are being outsourced by reporting issuers 
to service organizations as part of its 2022 annual inspection period. The report noted that, “in 
many instances, third-party service providers are involved in running a significant portion of the 
reporting issuer’s operations, processing transactions or holding assets.” Inspection findings noted 
that auditors did not always obtain a sufficient understanding of the services provided by third-party 
organizations and their effect on the reporting issuer’s internal controls. This understanding is needed 
to ensure risks of material misstatement are identified, assessed, and appropriately addressed.

https://cpab-ccrc.ca/docs/default-source/inspections-reports/2022-annual-inspections-results-en.pdf?sfvrsn=5999936c_22
https://cpab-ccrc.ca/docs/default-source/inspections-reports/2022-annual-inspections-results-en.pdf?sfvrsn=5999936c_22
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Although CPAB’s report is focused on audits of reporting issuers, entities of all sizes and complexity 
are increasingly outsourcing business functions or activities to third-party organizations. As business 
processes evolve, services performed by third-party organizations may not always be as simple 
as those services traditionally performed, such as payroll services or custody of traditional assets. 
Further, third-party organizations may not be as sophisticated; their system of internal controls may 
be less mature, including the design, implementation, and operation of appropriate controls within 
that system. In November 2023, CPAB released examples of observed findings related to audits of 
entities using service organizations, highlighting these challenges and the importance of a tailored 
audit response.

All auditors need to be aware of this changing landscape and the impact of an entity’s use of third-
party service organizations on the audit of their financial statements.

Purpose
The purpose of this FAQ is to assist auditors of financial statements in:

• evaluating whether a third-party organization is considered a service organization as per CAS 402

• understanding the requirements of CAS 402, if a service organization is identified, for example, 
obtaining an understanding of the nature and significance of the services provided by the 
service organization and their effect on the user entity’s system of internal control, sufficient to:

 — provide an appropriate basis for the identification and assessment of the risks of material 
misstatement in accordance with CAS 315; and

 — design and perform audit procedures responsive to those risks in accordance with CAS 330

• discussing the implications of using third-party organizations with management, as described in 
the Appendix: Audit Client Briefing

Important considerations in using this FAQ
This FAQ: 

• provides an overview of steps and questions to consider when evaluating third-party 
organizations and service organizations as defined by CAS 402

• provides an overview of key requirements of CAS 402 in a flowchart format, with the FAQ 
reference number added to the flowchart (see below) for ease of navigation

• addresses matters when applying the standard that may require clarity and is not 
all-encompassing

• provides a “tear-away” appendix (Audit Client Briefing) that auditors may use to help facilitate 
discussions with management regarding service organizations and the requirements of CAS 402

Note: This FAQ does not replace the need to read the entire CAS 402, CAS 315 or CAS 330, 
including application and other explanatory material.

https://cpab-ccrc.ca/docs/default-source/inspections-reports/2023-service-organizations-in-audit-en.pdf?sfvrsn=e2f5e928_14
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Questions Addressed in this FAQ
• FAQ 1 –  Does the entity use/interact with a third-party organization?

• FAQ 2 – What is a service organization? What is a user entity?

• FAQ 2(a) - What does “the user entity’s information system relevant to financial reporting” 
refer to?

• FAQ 3 – What is an example of a difference between the services of a service organization 
and a third-party organization that is not considered a service organization?

• FAQ 4 – What is a subservice organization?

• FAQ 5 – How do you obtain an understanding of how a user entity uses the services of a 
service organization in the user entity’s operations?

• FAQ 6 – What controls do you identify and how do you evaluate the design and 
implementation of those controls?

• FAQ 7 – What are System and Organization Controls (SOC) reports?

• FAQ 8 - What types of SOC reports are available?

• FAQ 9 – If a SOC report is available, what are some considerations if you plan to use it as 
audit evidence?

• FAQ 10 – What are the implications when your risk assessment includes an expectation that 
controls at the service organization / subservice organization are operating effectively?

• FAQ 11 – What if a type 2 report is available, but does not cover the period under audit?

• FAQ 12 – If a SOC report is not available or does not meet your needs, what is the impact to 
the audit and audit report?

• Appendix 1: Audit Client Briefing

Flowchart: CAS 402 Requirements
The flowchart below can be used as a navigation tool for this FAQ. It can also be used to help 
auditors walk through an entity’s circumstances to determine the applicability of CAS 402, and if so, 
how best to meet the applicable requirements. Professional judgment needs to be exercised during 
all aspects of the audit including when identifying and evaluating third-party organizations and 
whether they meet the definition of a service organization as per CAS 402.
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FAQ 1 – Does the entity use/interact with a third-party organization? 
It is important for the auditor to ask sufficient questions and request appropriate documentation 
(see below for examples) in order to obtain an understanding of the entity and identify any 
relationships the entity has with third-party organizations.

CAS 315, Identifying and Assessing the Risks of Material Misstatement, requires the auditor to 
perform risk assessment procedures to obtain an understanding of the entity and its environment:  

• Paragraph 19(a)(i): includes an understanding of the entity’s organizational structure, ownership 
and governance, and its business model, including the extent to which the business model 
integrates the use of information technology (IT).

• Paragraph 25(a)(iv): requires the auditor to obtain an understanding of the entity’s resources, 
including the IT environment, used in the entity’s information processing activities. The 
information processing activities may use information from and/or send information to third-
party organizations.

• Paragraph A23: provides examples of inquiries that auditors may perform including inquiries 
directed to the risk management function (which may help to identify any additional third-party 
organization) and inquiries directed towards in-house legal counsel (which may help to identify 
arrangements with business partners, such as third-party service agreements or contracts).

• Paragraph A34: provides examples of risk assessment procedures which may identify 
engagement of third-party organizations, such as the observation or inspection of internal 
documents (e.g., business plans, strategies, records, internal control manuals, meeting minutes, 
etc.). Auditors can also inquire about any new or updated third-party service agreements or 
contracts.1

• Appendix 1: explains the objectives and scope of the entity’s business model and provides 
examples of matters that the auditor may consider in understanding the activities of the 
entity that may be included in the business model. Further, obtaining an understanding of the 
entity’s business model/vendor/third-party risk management process may help to identify any 
additional third-party organizations that the entity interacts with.

Gaining this understanding of the entity and its environment, along with an understanding of how 
information flows through the entity’s information system relevant to the preparation of the financial 
statements, may help you identify any third-party organization that the entity engages with.

There are many examples of services that entities may outsource to third-party organizations. 
Some common examples include:

• employee benefits administration and services

• health insurance claims processing

• point-of-sale processing

• data management and repository services

1 CAS 402, paragraph A1
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• custodian or investment management services2

• application services

• cloud services 

Note the above is not an exhaustive list as examples may vary from entity to entity; the examples 
listed are services from third-party organizations and may or may not be considered service 
organizations as defined by CAS 402, depending on the facts and circumstances of the relationship. 
Given their understanding of the entity, auditors may use their professional judgment and the 
flowchart above to help identify which third-party organizations are service organizations as 
defined by CAS 402.

FAQ 2 – What is a service organization? What is a user entity?
CAS 402 defines a service organization as a third-party organization (or segment of a third-party 
organization) that provides services to a user entity that are part of that user entity’s information 
systems relevant to financial reporting3 (see FAQ 2(a)). A user entity is an entity that uses a service 
organization and whose financial statements are being audited.

A third-party organization may be considered a service organization to one entity and not to another 
depending on how the user entity interacts with them and the services they perform. An entity may 
interact with service organizations, and indirectly with subservice organizations (see FAQ 4).

There may be elements of judgment in assessing whether a third-party organization is a service 
organization based on the specific facts and circumstances of the user entity.

Note that paragraph 5 of CAS 402 specifically excludes services provided by financial institutions 
that are limited to processing, for an entity’s account held at the financial institution, transactions 
that are specifically authorized by the entity, such as the processing of checking account transactions 
by a bank or the processing of securities transactions by a broker. In addition, CAS 402 does not 
apply to the audit of transactions arising from proprietary financial interests in other entities, such 
as partnerships, corporations and joint ventures, when proprietary interests are accounted for and 
reported to interest holders.

NOTE:
All service organizations are third-party organizations, but not all third-party organizations are service 
organizations! This FAQ uses the term “third-party organization” for any third-party that provides 
services to a user entity and “service organization” where a third-party organization is also a service 
organization as defined by CAS 402. Where a reference is made to a third-party organization that is 
not also considered a service organization as defined by CAS 402, it will be noted as such.

2 See CAS 402, paragraph 5 for services that are not in scope of CAS 402.

3 CAS 315 paragraph 25 uses the terminology “relevant to the preparation of the financial statements” to describe this. This paper uses 
terminology from CAS 402.
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FAQ 2(a) – What does “the user entity’s information system 
relevant to financial reporting” refer to?
Services provided by a service organization are relevant to the audit of a user entity’s financial 
statements when those services, and the controls over them, are part of the user entity’s information 
system relevant to financial reporting.

Paragraph 25 of CAS 315 requires the auditor to obtain an understanding of the entity’s information 
system and communication relevant to the preparation of the financial statements, through 
performing risk assessment procedures. This understanding will help the auditor identify when 
services provided by a third-party organization are part of an entity’s information system relevant to 
financial reporting (as outlined by paragraph 3 of CAS 402).

For more information on obtaining an understanding of the IT environment, see CPA Canada’s FAQ 
CAS 315 and the Auditor’s Responsibilities for General IT Controls.

The auditor’s understanding of the information system includes understanding the policies that 
define flows of information relating to the entity’s significant classes of transactions, account 
balances and disclosures, and other related aspects of the entity’s information processing activities. 
This information, and the information obtained from the auditor’s evaluation of the information 
system may confirm or further influence the auditor’s expectations about the significant classes of 
transactions, account balances and disclosures initially identified.

Moreover, if the services provided by the third-party organization impact any of the areas discussed 
in the table (a-d) below, then those services are relevant to financial reporting. However, if you 
conclude that no service organization relationship exists (and therefore CAS 402 is not applicable 
under the circumstances), the requirements of CAS 315 still apply, as appropriate, to the services 
provided by the third-party organization, for identifying and assessing risks of material misstatement 
in the related assertions for the significant class of transactions, account balance or disclosure.

https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/canadian-auditing-standards-cas/publications/faq-cas-315-gitcs
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REQ. CAS 315 CAS 402

Paragraph Per CAS 315.25, the auditor 
shall obtain an understanding of 
the entity's information system 
and communication relevant to 
the preparation of the financial 
statements, through performing 
risk assessment procedures, by:

Per CAS 402.3, a service 
organization’s services are part 
of a user entity’s information 
system(s) relevant to the 
preparation of the financial 
statements if the services affect 
any of the following: 

(i)/(a) understanding the entity’s 
information processing 
activities (including its data and 
information), the resources to be 
used in such activities and the 
policies that define for significant 
classes of transactions, account 
balances and disclosures:

(i)  how information flows through 
the entity’s information 
system, including how:

(a) transactions are initiated 
and how information 
about them is recorded, 
processed, corrected 
as necessary and 
incorporated in the general 
ledger and reported in the 
financial statements; and

(b) information about events 
or conditions, other than 
transactions, is captured, 
processed and disclosed 
by the user entity in the 
financial statements 

how information relating 
to significant classes of 
transactions, account balances 
and disclosures flows through the 
user entity’s information system, 
whether manually or using 
information technology (IT), and 
whether it is obtained from within 
or outside the general ledger and 
subsidiary ledgers. This includes 
when the service organization’s 
services affect how:

(i)  transactions of the user 
entity are initiated and how 
information about them 
is recorded, processed, 
corrected as necessary and 
incorporated in the general 
ledger and reported in the 
financial statements; and

(ii)  information about events 
or conditions, other than 
transactions, is captured, 
processed and disclosed by 
the user entity in the financial 
statements

(ii)/(b) the accounting records, 
specific accounts in the 
financial statements and other 
supporting records relating to 
the flows of information in the 
information system;

the accounting records, 
specific accounts in the user 
entity’s financial statements and 
other supporting records relating 
to the flows of information in 
paragraph 3(a);
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REQ. CAS 315 CAS 402

(iii)/(c) the financial reporting process 
used to prepare the entity’s 
financial statements including 
disclosures; and

the financial reporting process 
used to prepare the user entity’s 
financial statements from the 
records described in paragraph 
3(b), including as it relates to 
disclosures and accounting 
estimates relating to significant 
classes of transactions, account 
balances and disclosures; and

(iv)/(d) the entity’s resources, including IT 
environment, relevant to (a)(i) to 
(a)(iii).

the entity’s IT environment 
relevant to a) through c).

Paragraph 15 in Appendix 3 of CAS 315 states that the information system relevant to the 
preparation of the financial statements consists of activities and policies, and accounting and 
supporting records, designed and established to:

• initiate, record and process entity transactions (as well as to capture, process and disclose 
information about events and conditions other than transactions) and to maintain accountability 
for the related assets, liabilities and equity;

• resolve incorrect processing of transactions, for example, automated suspense files and 
procedures followed to clear suspense items out on a timely basis;

• process and account for system overrides or bypasses to controls;

• incorporate information from transaction processing in the general ledger (e.g., transferring of 
accumulated transactions from a subsidiary ledger);

• capture and process information relevant to the preparation of the financial statements for 
events and conditions other than transactions, such as the depreciation and amortization of 
assets and changes in the recoverability of assets; and

• ensure information required to be disclosed by the applicable financial reporting framework 
is accumulated, recorded, processed, summarized and appropriately reported in the 
financial statements. 

An entity’s business processes include the activities designed to:

• develop, purchase, produce, sell and distribute an entity’s products and services;

• ensure compliance with laws and regulations; and

• record information, including accounting and financial reporting information

Business processes result in the transactions that are recorded, processed and reported by the 
information system.4

4 CAS 315, Appendix 3 paragraph 16
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FAQ 3 – What is an example of a difference between the services 
of a service organization and a third-party organization that is 
not considered a service organization?
For service organizations, the information and transactions generally flow both ways, like a  
“two-way street” (i.e., to and from). Service organizations can be used by many user entities; 
however, the information is likely specific to each individual user entity. Examples of services 
provided by a service organization include: 

• maintenance of the user entity’s accounting records

• management of assets

• initiating, recording or processing transactions as agent of the user entity5

For third-party organizations that are not considered service organizations, the information is 
an external information source that generally flows one way, like a “one-way street” (i.e., from). 
Information provided by third-party organizations can be used by several different entities, and is 
therefore not entity specific. Some examples of third-party organizations include: 

• Bloomberg

• Bank of Canada CPI Index

• real estate prices suitable for a broad range of users

As stated previously, auditors should use professional judgment in assessing whether a  
third-party organization is a service organization based on the specific facts and circumstances  
of the user entity.

FAQ 4 – What is a subservice organization?
CAS 402.8(g) defines a subservice organization as a service organization used by another 
service organization to perform some of the services provided to user entities that are part of 
those user entities’ information systems relevant to financial reporting.

Subservice organizations may perform limited to extensive functions on behalf of the service 
organization. A common scenario may be when a service organization (e.g., Service Org. XYZ) 
uses another service organization (e.g., Service Org. ABC) for cloud computing infrastructure to 
store and process the data of the user entity. This other service organization (Service Org. ABC) is 
therefore a subservice organization to the service organization (Service Org. XYZ).

5 CAS 402 paragraph A4



MAY 2024 FAQ for Auditors: Service Organizations – When and How to Apply CAS 402 14

AUDITING FINANCIAL STATEMENTS OF AN ENTITY USING A THIRD-PARTY ORGANIZATION

FAQ 5 – How do you obtain an understanding of how a user 
entity uses the services of a service organization in the user 
entity’s operations?
When obtaining an understanding of the entity in accordance with CAS 315, paragraph 9 of 
CAS 402 requires the auditor to obtain an understanding of how a user entity uses the services of 
a service organization in its operations, including:

• the nature of the services provided by the service organization and the significance of those 
services to the user entity, including the effect thereof on the user entity’s internal control; 

• the nature and materiality of the transactions processed, or the accounts or financial reporting 
processes affected by the service organization;

• the degree of interaction between the activities of the service organization and those of the 
user entity (e.g., directing and monitoring versus autonomy – does the user entity have the 
ability to understand, assess and potentially influence the controls implemented by the service 
organization or not?); and

• the nature of the relationship between the user entity and the service organization, including 
the relevant contractual terms for the activities undertaken by the service organization.

FAQ 6 – What controls do you identify and how do you evaluate 
the design and implementation of those controls?
CAS 315 paragraph 26(a) requires the auditor to identify relevant controls that address risks of 
material misstatement at the assertion level in the control activities component (see relevant 
controls outlined in flowchart). When the auditor considers that identifying “other controls” are 
appropriate to enable the auditor to identify and assess risk of material misstatements, paragraph 
A165 of CAS 315 indicates that these controls may include complementary user entity controls (see 
FAQ 9), if using a service organization. This decision is based on the auditor’s professional judgment. 

Paragraph 10 of CAS 402 states that when obtaining an understanding of the user entity’s system 
of internal control in accordance with CAS 315, the auditor shall identify controls in the control 
activities component at the user entity, from those that relate to the services provided by 
the service organization, including those that are applied to the transactions processed by the 
service organization for the user entity, and evaluate their design and determine whether they 
have been implemented.

The auditor is required to evaluate design and implementation of relevant controls regardless 
of whether they plan on testing their operating effectiveness.6 It is important to note that 
this applies to all relevant controls, whether performed internally at the user entity or by the 
service organization(s).

6 CAS 315, paragraph A125
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Remember that, to determine whether controls have been suitably designed and implemented, 
you must perform procedures in addition to inquiry of the user entity’s personnel. You may consider 
using a combination of inquiry, observation and inspection, as inquiry alone is not sufficient for 
such purposes.7

To evaluate the design and implementation of controls at the user entity that relate to the services 
provided by the service organization (or subservice organization), you may first consider whether 
you’re able to obtain sufficient appropriate audit evidence from the user entity alone. If you’re 
unable to, then the auditor may perform further audit procedures to obtain sufficient appropriate 
audit evidence or use another auditor to perform those procedures at the service organization on 
their behalf (see FAQ 12).

If using another auditor to perform those procedures at the service organization on the auditor’s 
behalf, a common way this can be achieved is through a SOC assurance engagement completed 
by a service auditor.8 This type of engagement provides a report on certain controls at a service 
organization. (see FAQ 7)

FAQ 7 – What are System and Organization Controls (SOC) reports?  
SOC reports are assurance reports issued by practitioners (service auditors) who are engaged 
directly by the service organization to conduct a SOC assurance engagement. There are several 
types of SOC assurance engagements (e.g., SOC 1, SOC 2, etc.) and each is designed for a specific 
purpose and for different users. Depending on the type of report, it may assist the auditor in 
obtaining an understanding of:

• the aspects of controls at the service organization that may affect the processing of the user 
entity’s transactions, including the use of subservice organizations

• the flow of significant transactions through the service organization to determine the points in the 
transaction flow where material misstatements in the user entity’s financial statements could occur

• the control objectives at the service organization that are relevant to the entity’s financial 
statement assertions

• whether controls at the service organization are suitably designed and implemented to prevent 
or detect processing errors that could result in material misstatements in the user entity’s 
financial statements

• the IT environment used by the service organization in processing significant transactions 

7 CAS 315, paragraph A177

8 A service auditor: an auditor who, at the request of the service organization, provides an assurance report on the controls of a service 
organization. A user auditor: an auditor who audits and reports on the financial statements of a user entity.
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SOC 1 engagements are typically more relevant to you as the auditor, as they address the controls 
at a service organization that are likely to be relevant to user entities’ internal control over financial 
reporting. SOC 1 engagements are performed in accordance with the Canadian Standard on 
Assurance Engagement (CSAE) 3416, Reporting on Controls at a Service Organization Relevant to 
User Entities’ Internal Control over Financial  Reporting.

A SOC 2 engagement is related to controls at a service organization relevant to security, availability, 
processing integrity, confidentiality or privacy and may also provide additional relevant information 
related to aspects of the IT environment, depending on the scope of the SOC engagement. 
However, a SOC 2 report on its own will likely not provide the evidence the auditor needs to meet 
the requirements of CAS 402. SOC 2 engagements are performed in accordance with CSAE 3000, 
Attestation Engagements Other Than Audits or Reviews of Historical Financial Information and use 
the Trust Services Criteria, a set of criteria established by the American Institute of Certified Public 
Accountants (AICPA) Assurance Services Executive Committee. It is important to highlight that 
the risks and corresponding controls covered in a SOC 2 report may not be designed, implemented 
or tested with the specific focus on addressing the user entity’s internal controls over financial 
reporting and therefore may not be relevant for the audit.

In some cases, IT controls related to the applications that support the business process controls 
in a SOC 1 report may be part of a separate SOC report (e.g., SOC 2 report). Therefore, careful 
consideration of the nature of the control objectives covered by each SOC report is important. 
Further, it is management’s responsibility to obtain and review the SOC report and provide it to 
the auditor. A SOC report may or may not be available or appropriate to meet your needs.

FAQ 8 – What types of SOC reports are available?
There are two types of reports available for each SOC 1 or SOC 2 report:

• A type 1 report is a report on the description and design of controls at a service organization 
and provides evidence of whether controls have been designed effectively and implemented at 
a point in time. This type of report is more commonly used to help determine the significance 
and understanding of the controls of the service organization.

• A type 2 report is a report on the description, design and operating effectiveness of controls 
at a service organization and provides evidence of whether controls have been designed 
effectively, implemented and are operating effectively throughout the period covered by the 
report. This type of report would more commonly fit your needs when your expectation is that 
controls are operating effectively (see FAQ 10), and this will form the basis of your assessment 
of control risk.9

A type 1 report does not provide any evidence of the operating effectiveness of controls.

9 CAS 315, paragraph A226
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In situations where one or more subservice organizations are used by the service organization and 
are part of the user entity’s information systems relevant to financial reporting, the interaction 
between the activities of the user entity and those of the service organization is expanded to include 
the interaction between the user entity, the service organization, and the subservice organization(s). 
The degree of this interaction, as well as the nature and materiality of the transactions processed by 
the service organization and the subservice organizations, are important factors for the auditor to 
consider in determining the significance of the services of the service organization and subservice 
organization to the user entity.10

In situations where one or more subservice organizations are used, the report may either include 
or exclude the subservice organization’s relevant control objectives and related controls in 
the service organization’s description of its system and in the scope of the service auditor’s 
engagement. These two methods of reporting are known as the inclusive method and the 
carve-out method, respectively. If the type 1 or type 2 report excludes the controls at a subservice 
organization, and the services provided by the subservice organization are part of the information 
system relevant to the preparation of the financial statements, you are required to apply the 
requirements of CAS 402 in respect of the subservice organization.11 This may include obtaining 
the SOC report for the subservice organization.

FAQ 9 – If a SOC report is available, what are some considerations 
if you plan to use it as audit evidence?
The auditor needs to determine that the audit evidence provided by a SOC report is sufficient and 
appropriate to support their understanding of the service organization / subservice organization. 
In doing this, paragraph 13 of CAS 402 requires the auditor to be satisfied as to:

• the service auditor’s professional competence and independence from the service organization; 
and

• the adequacy of the standards under which the type 1 or type 2 report was issued.

If the auditor plans to use the SOC report as audit evidence to support their understanding about 
the design and implementation of controls at the service organization, paragraph 14 of CAS 402 
requires the auditor to evaluate the following:

10 CAS 402, paragraph A20

11 CAS 402, paragraph A40.
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REQUIREMENT  
(CAS 402 PARAGRAPH 14) CONSIDERATIONS / EXAMPLES

Is the description and design 
of controls at the service 
organization at a date or for a 
period that is appropriate for the 
user auditor's purposes?

• The report may cover periods by calendar-year (i.e., January 1, 
201X to December 31, 201X), whereas the user entity’s financial 
statements under audit may be for an off calendar-year period 
(i.e., May 1, 201X to June 30, 202X). See FAQ 11.

Is the evidence provided 
by the report sufficient and 
appropriate for the understanding 
of the controls at the service 
organization?

• Consider whether the control objectives address the identified 
risks of material misstatement.

• Consider if the report addresses the controls at the service 
organization that are likely to be part of the user entity’s 
information system relevant to financial reporting. If not, then you 
may need to consider changing your approach.

• Consider whether there may be exceptions or deviations noted 
that, while not impacting the overall SOC report opinion, may 
impact the assessment you perform as the auditor.

Are complementary user entity 
controls (CUEC) identified by 
the service organization relevant 
to the user entity? If yes, did 
you obtain an understanding 
of whether the user entity has 
designed and implemented 
those controls?

• CUECs are controls that the service organization assumes, in the 
design of its service, will be implemented by user entities, and 
which, if necessary to achieve control objectives, are identified in 
the description of its system.

• Consider CUECs that are relevant to the control objectives 
in relation to the user entity’s information system relevant to 
financial reporting.

• If you determine that one or more CUECs are relevant (i.e., as per 
the control objectives discussed above), obtain an understanding 
of whether the user entity has designed and implemented such 
controls. Obtaining an understanding of whether the user entity 
has designed and implemented such CUECs does not require you, 
the auditor to evaluate their design or implementation, unless such 
CUECs meet the requirements in CAS 315.26(a).

• If you determine that one or more CUECs are not relevant, you 
may consider documenting why they are not relevant such that 
it would enable an experienced auditor, having no previous 
connection to the audit, to understand why they are not relevant.

By evaluating the above, the auditor may determine that controls (those at the service organization 
and CUECs) are suitably designed to address the risks of material misstatement at the assertion level.
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FAQ 10 – What are the implications when your risk assessment 
includes an expectation that controls at the service organization / 
subservice organization are operating effectively?
Paragraph 16 of CAS 402 states that when the auditor’s risk assessment includes an expectation that 
controls at the service organization are operating effectively, the auditor shall obtain audit evidence 
about the operating effectiveness of those controls from one or more of the following procedures:

a. obtaining a type 2 report, if available;

b. performing appropriate tests of controls at the service organization; or

c. using another auditor to perform tests of controls at the service organization on behalf of the 
user auditor.

As stated in FAQ 10, a type 2 report is a report on the description, design and operating 
effectiveness of controls at a service organization and provides evidence of whether controls 
have been designed effectively, implemented and are operating effectively throughout the period 
covered by the report. If you plan to use a type 2 report as audit evidence that controls at the 
service organization (or subservice organization) are operating effectively, CAS 402 paragraph 17 
requires that the user auditor determine whether the service auditor’s report provides sufficient 
appropriate audit evidence about the effectiveness of the controls to support the user auditor’s risk 
assessment by:

a. evaluating whether the description, design and operating effectiveness of controls at the service 
organization is at a date or for a period that is appropriate for the user auditor’s purposes;

b. determining whether complementary user entity controls identified by the service organization 
are relevant to the user entity and, if so, obtaining an understanding of whether the user entity 
has designed and implemented such controls and, if so, testing their operating effectiveness;

c. evaluating the adequacy of the time period covered by the tests of controls and the time 
elapsed since the performance of the tests of controls; and

d. evaluating whether the tests of controls performed by the service auditor and the results 
thereof, as described in the service auditor’s report, are relevant to the assertions in the user 
entity’s financial statements and provide sufficient appropriate audit evidence to support the 
user auditor’s risk assessment.

If a type 2 report is not available, CAS 402 paragraph A30 states you may contact the service 
organization, through the user entity, to request that a service auditor be engaged to provide a 
type 2 report that includes tests of the operating effectiveness of the controls, or the user auditor 
may use another auditor to perform procedures at the service organization that test the operating 
effectiveness of those controls. A user auditor may also visit the service organization and perform 
tests of controls if the service organization agrees to it. The user auditor’s risk assessments are 
based on the combined evidence provided by the work of another auditor and the user auditor’s 
own procedures.
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A type 2 report is generally the most common and effective way to obtain audit evidence when 
your risk assessment includes an expectation that controls at the service organization / subservice 
organization are operating effectively. For this reason, as part of the auditor’s client acceptance 
and continuance procedures, consider obtaining an understanding of the service organizations / 
subservice organizations the entity uses and whether type 2 reports are available.12 See FAQ 12 for 
more information on when a SOC report is not available or does not meet your needs.

FAQ 11 – What if a type 2 report is available, but does not cover 
the period under audit?
As type 2 SOC reports need to be available in a timely manner to meet the user auditor’s timelines, 
often the period covered by the SOC report will precede the entity’s period-end for which the user 
auditor is seeking reliance on controls. This timing difference is sometimes referred to as the “gap 
period.” In such cases, the auditor may make inquiries of user entity management to determine 
whether management has identified any changes in the service organization’s13 controls subsequent 
to the period covered by the service auditor’s report, and the auditor may consider the results of 
other procedures for indications of changes in controls at the service organization. These changes 
might include the following:

• changes in personnel, with whom user entity management interacts, at the service organization

• changes in reports or other data received from the service organization

• change in contracts or service level agreements with the service organization

• errors identified in the service organization’s processing

Based on an evaluation of the following risk factors:

• the timing and length of the gap period

• the significance of the service organization activities

• whether control deficiencies have been identified in the service organization’s 
processing activities

• the nature and significance of any changes in the service organization’s controls identified 
by the user auditor or management

the auditor considers whether they need additional evidence about the operating effectiveness of 
controls during the gap period or if changes need to be evaluated as to their effect on the auditor’s 
conclusion on the effectiveness of internal controls. This information is usually obtained in the 
form of a bridge letter from the service organization to the user auditor. The information provided 
in a bridge letter is equivalent to making high level inquiries of the management of the service 
organization. If the bridge letter states that significant changes have occurred since the date of the 
most recent SOC report, the auditor considers those changes and determines their effect on the 

12 Refer to CAS 315, paragraph 7.

13 And where applicable, subservice organization
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audit procedures. Auditors review the bridge letter for appropriateness, whether the bridge letter 
covers the remainder of the audit period, and whether controls have not changed significantly 
since the date of the Type 2 SOC report. The bridge letter is signed by the service organization’s 
management (not the service auditor) attesting that the internal controls are still operating 
effectively. See FAQ 12 if the auditor is unable to obtain an appropriate bridge letter.

NOTE:
It is possible that a user entity auditor is relying on more than one Type 2 SOC reports to obtain 
sufficient coverage for the audit period (i.e., you could be using part of one Type 2 SOC report and 
part of another Type 2 SOC report), and you may still also need a bridge letter.

Auditors may consider whether to request that management obtain a more current Type 2 SOC 
report if:

• there is a significant amount of time in the gap period

• the controls at the service organization are more likely than not to have changed during the gap 
period.

If a more current report cannot be obtained, then the auditor will typically perform other procedures 
in order to obtain evidence over the controls at the service organization (see FAQ 12).

FAQ 12 – If a SOC report is not available or does not meet your 
needs, what is the impact to the audit and audit report?
If a SOC report is not available or does not meet your needs as the auditor (e.g., such as not fulfilling 
the requirements of CAS 402, paragraph 14-17), you still need to obtain evidence to support your 
understanding about the design and implementation of controls at the service organization,14 which 
may include:

• assessing whether there is sufficient appropriate audit evidence concerning the relevant 
financial statement assertions available from records held by the user entity

• contacting the service or subservice organization, through the user entity, in order to visit the 
service organization or subservice organization and directly perform procedures to evaluate the 
design and implementation of controls at the service organization or subservice organization 
that relate to the services provided to the user entity

• engaging another auditor to perform the appropriate procedures on your behalf15

14 Or where applicable, subservice organization

15 CAS 402, paragraph 12
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If the outcome of your risk assessment includes an expectation that controls at the service 
organization or subservice organization are operating effectively, and a Type 2 report is not available 
or does not meet your needs, you can use the same approaches mentioned above to test the 
operating effectiveness of relevant controls.

If you are unable to conduct the necessary audit procedures to obtain sufficient appropriate audit 
evidence to address the assessed risks of material misstatement regarding the service/subservice 
organization services, you would need to modify your opinion in the auditor’s report.

CAS 705, Modifications to the Opinion in the Independent Auditor’s Report, paragraph 13 states that 
if the auditor is unable to obtain sufficient appropriate audit evidence, the auditor shall determine 
the implications as follows:

a. If the auditor concludes that the possible effects on the financial statements of undetected 
misstatements, if any, could be material but not pervasive, the auditor shall qualify the opinion; 
or

b. If the auditor concludes that the possible effects on the financial statements of undetected 
misstatements, if any, could be both material and pervasive so that a qualification of the opinion 
would be inadequate to communicate the gravity of the situation, the auditor shall:

i. withdraw from the audit, where practicable and possible under applicable law or regulation; 
or (Ref: Para. A13)

ii. if withdrawal from the audit before issuing the auditor’s report is not practicable or possible, 
disclaim an opinion on the financial statements.
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Appendix 1: Audit Client Briefing 

Considerations for management when using services from a 
third-party organization
The purpose of this Audit Client Briefing is to make you (management) aware of matters to 
consider when using the services of a third-party organization, and the auditor’s requests pertaining 
to Canadian Auditing Standard (CAS) 402, Audit Considerations Relating to an Entity Using a Service 
Organization.

Given today’s complex business landscape and the number of new and emerging services and 
industries, there has been an increase in the range of business activities that are being outsourced to 
third-party organizations. To comply with Canadian auditing standards, your auditor is required to 
obtain a sufficient understanding of the services provided by third-party organizations you rely on in 
order to identify, assess and address the risks of material misstatements in the financial statements. 
In order for your auditor to obtain this understanding, it is your responsibility first and foremost as 
management to have an understanding of the services that are being outsourced.

What does this mean for your audit?
CAS 402 is not a new audit standard; however, given the changes in how businesses operate and 
the increased number of businesses engaging with third-party organizations, auditors may ask you 
additional questions about your business operations to identify any new third-party relationships. 
Auditors may ask you more specific questions about your interactions with third-party organizations 
to identify which third-party organizations are relevant to financial reporting and accordingly would 
be considered service organizations and in scope of CAS 402. The types of questions they may ask 
you could include the following (note this is not an exhaustive listing):

• What new third-party organizations have you engaged with for services? 

• Which contracts with third-party organizations have changed? 

• Can you describe the entity’s vendor/third-party risk management process?

• Can you provide details on the organizational structure, ownership, governance and business 
model, including the extent to which the business model integrates the use of information 
technology (IT)? 

• Can you describe the IT environment and if you use any external vendors? 

• Can you explain how your financial system handles the initiation, recording, processing, 
correction and integration of transactions into the general ledger for reporting in financial 
statements? Additionally, can you provide details on the percentage of transactions or 
revenues processed by third-party organizations?
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NOTE:
Not all third-party organizations are considered service organizations as per CAS 402. Your auditor 
will ask questions regarding the nature of any relationships and determine if a service organization 
relationship exits under Canadian auditing standards.

Depending on the answers to the questions above, your auditor may also ask you for documentation 
such as: 

• business plans, strategies, records, internal control manuals, meeting minutes

• latest contracts with third-party organizations

• System and Organization Controls (SOC) report(s) for service organizations

• bridge letters from service organization management 

• Service Level Agreements (SLAs)

If your auditor has determined that a service organization relationship exists between you and a 
third-party organization, they may need you to obtain a SOC report from the service organization 
(and a SOC report from a subservice organization if applicable16). A SOC report is generally more 
effective than other alternative documentation as it is intended to comprehensively report on 
controls, assertions and risks related to the information systems relevant to financial reporting. The 
earlier the SOC report is requested from service organization management, the more effectively 
your auditors will be able to plan their audit procedures for your audit. A SOC report will inform 
your auditors about the controls at the service organization and, for certain types of SOC reports, 
whether controls relevant to your audit are operating effectively. 

As management, it is your responsibility to review any applicable SOC reports and determine 
whether there are any control deficiencies identified by the service auditor and how they may 
impact the services provided to you. As well, it is your responsibility to go through the list of 
complimentary user entity controls identified by the service organization and implement those 
controls effectively within your own organization. Your auditor will likely request evidence to support 
the design and implementation, and, where appropriate, the operating effectiveness of those 
relevant complimentary user entity controls. It is always good practice to inquire about SOC reports 
when engaging with any new third-party organization. 

Lastly, depending on whether the SOC report is sufficient to meet the auditor’s needs (e.g., in terms 
of the scope, timing, operating effectiveness of the relevant controls), the auditor may be required 
to complete additional procedures or, if this is not possible, they may need to modify the auditor’s 
opinion in the audit report to appropriately reflect the limitations of the available information. 

16 If a subservice organization performs processing activities on behalf of the service organization you rely on, you, as management, 
may need to also obtain a copy of the subservice organization’s SOC report, if the results were not already included in the service 
organization’s SOC report.

AUDITING FINANCIAL STATEMENTS OF AN ENTITY USING A THIRD-PARTY ORGANIZATION


	FAQ for Auditors:  Service Organizations - When and How to Apply CAS 402
	Auditing financial statements of an entity using a  third-party organization 
	Background
	Purpose
	Important considerations in using this FAQ
	Questions Addressed in this FAQ
	Flowchart: CAS 402 Requirements
	FAQ 1 - Does the entity use/interact with a third-party organization?
	FAQ 2 - What is a service organization? What is a user entity?
	FAQ 2(a) - What does “the user entity’s information system relevant to financial reporting” refer tO?
	FAQ 3 - What is an example of a difference between the services of a service organization and a third-party organization that is not considered a service organization?
	FAQ 4 - What is a subservice organization?
	FAQ 5 – How do you obtain an understanding of how a user entity uses the services of a service organization in the user entity’s operations?
	FAQ 6 - What controls do you identify and how do you evaluate the design and implementation of those controls?
	FAQ 7 - What are System and Organization Controls (SOC) reports?   
	FAQ 8 - What types of SOC reports are available?
	FAQ 9 - If a SOC report is available, what are some considerations if you plan to use it as audit evidence?
	FAQ 10 - What are the implications when your risk assessment includes an expectation that controls at the service organization / subservice organization are operating effectively?
	FAQ 11 - What if a type 2 report is available, but does not cover the period under audit?
	FAQ 12 - If a SOC report is not available or does not meet your needs, what is the impact to the audit and audit report?
	About this publication
	Consultation and feedback
	Appendix 1: Audit Client Briefing 
	Considerations for management when using services from a third-party organization
	What does this mean for your audit?





